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The Mozilla Pocket
Password Primer

Preliminary Draft
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pass·word /ˈpæsˌwɜrd, ˈpɑs-/  –noun
1.  a secret word or expression used by authorized 

persons to prove their right to access, information, etc.

! ! ! -- !"#$"%&'()*#%+ D
R
A
FT

Colophon

123"4'0/30/5"'6"/2)5".78*)4+/)'0"+-3"+9+)*+8*3"70:3-"/23"
,-3+/)93",';;'05"<//-)87/)'0=>2+-3"<*)?3"@A$"
B0.'-/3:"*)43053A

123"38''?"93-5)'05"'6"/2)5".78*)4+/)'0"H3-3".-3.+-3:"

75)0E"/23">)E)*"'.30"5'7-43"3:)/'-"6'-"38''?5A"J3+-0"
;'-3"+8'7/">)E)*"+/"2//.KLL4':3AE''E*3A4';L.L5)E)*A

,2+-+4/3-5"6-';"J3"M33?/)'003-:"+-3"-3;)N3:"6-';"/23"
F)?);3:)+",';;'05"70:3-"/23",-3+/)93",';;'05"
<//-)87/)'0=>2+-3"<*)?3"@A$"B0.'-/3:"*)43053A

1);"O74?*3PQ5",1RJS<J1STDJ"4+-/''0")5"-3;)N3:"6-';"
/23"F)?);3:)+",';;'05"70:3-"/23",-3+/)93",';;'05"
<//-)87/)'0=>2+-3"<*)?3"@A$"B0.'-/3:"*)43053A

D
R
A
FT

pass·word /ˈpæsˌwɜrd, ˈpɑs-/  –noun
1.  a secret word or expression used by authorized 

persons to prove their right to access, information, etc.

! ! ! -- !"#$"%&'()*#%+ D
R
A
FT

Colophon

123"4'0/30/5"'6"/2)5".78*)4+/)'0"+-3"+9+)*+8*3"70:3-"/23"
,-3+/)93",';;'05"<//-)87/)'0=>2+-3"<*)?3"@A$"
B0.'-/3:"*)43053A

123"38''?"93-5)'05"'6"/2)5".78*)4+/)'0"H3-3".-3.+-3:"

75)0E"/23">)E)*"'.30"5'7-43"3:)/'-"6'-"38''?5A"J3+-0"
;'-3"+8'7/">)E)*"+/"2//.KLL4':3AE''E*3A4';L.L5)E)*A

,2+-+4/3-5"6-';"J3"M33?/)'003-:"+-3"-3;)N3:"6-';"/23"
F)?);3:)+",';;'05"70:3-"/23",-3+/)93",';;'05"
<//-)87/)'0=>2+-3"<*)?3"@A$"B0.'-/3:"*)43053A

1);"O74?*3PQ5",1RJS<J1STDJ"4+-/''0")5"-3;)N3:"6-';"
/23"F)?);3:)+",';;'05"70:3-"/23",-3+/)93",';;'05"
<//-)87/)'0=>2+-3"<*)?3"@A$"B0.'-/3:"*)43053A



D
R
A
FT

D
R
A
FT

C+55H'-:5
U/V5"2+-:"/'"E3/"/2-'7E2"+":+P"'0"/23")0/3-03/"H)/2'7/"
304'70/3-)0E":'(305"'6"-3W735/5"6'-"P'7-"753-0+;3"
+0:".+55H'-:A""F)/2";'-3"+0:";'-3"'6"'7-"H'-?"+0:"
*3)57-3"/);3"5.30/"'0*)03X";'5/".3'.*3"I0:"/2+/"
-3;3;83-)0E"+"70)W73".+55H'-:"6'-"3+42"+44'70/"/23P"
2+93")5"+0");.'55)8*3"/+5?A""U/V5";+:3"2+-:3-"H230"5)/35"
2+93"5/-+0E3"-7*35"+8'7/"2'H"P'7";75/"6'-;"P'7-"
.+55H'-:5A"">';3"5)/35".-'2)8)/"5.34)+*"42+-+4/3-5"*)?3"
YX"ZX"[X"+0:"\")0".+55H'-:5A""]/23-"5)/35"-3W7)-3"/23;A""
>';3"5)/35"2+93";+N);7;"*30E/2"*);)/5"'0".+55H'-:5"
/2+/"+-3"52'-/3-"/2+0"/23";)0);7;"*30E/2"-3W7)-3:"8P"
'/23-"5)/35A"""F2+/")5"/23";':3-0X")0/3-03/=5+99P"753-"
57..'53:"/'":'^

,3-/+)0*P"!"#"H2+/";'5/"'6"75":'"0'HAAA

<-3"/23-3"*)//*3"P3**'H"0'/35"5/74?"/'"/23"5):3"'6"P'7-"
;'0)/'-"H)/2"753-0+;35"+0:".+55H'-:5"54-)88*3:"'0"
/23;^

D
R
A
FT

D
R
A
FT

C+55H'-:5
U/V5"2+-:"/'"E3/"/2-'7E2"+":+P"'0"/23")0/3-03/"H)/2'7/"
304'70/3-)0E":'(305"'6"-3W735/5"6'-"P'7-"753-0+;3"
+0:".+55H'-:A""F)/2";'-3"+0:";'-3"'6"'7-"H'-?"+0:"
*3)57-3"/);3"5.30/"'0*)03X";'5/".3'.*3"I0:"/2+/"
-3;3;83-)0E"+"70)W73".+55H'-:"6'-"3+42"+44'70/"/23P"
2+93")5"+0");.'55)8*3"/+5?A""U/V5";+:3"2+-:3-"H230"5)/35"
2+93"5/-+0E3"-7*35"+8'7/"2'H"P'7";75/"6'-;"P'7-"
.+55H'-:5A"">';3"5)/35".-'2)8)/"5.34)+*"42+-+4/3-5"*)?3"
YX"ZX"[X"+0:"\")0".+55H'-:5A""]/23-"5)/35"-3W7)-3"/23;A""
>';3"5)/35"2+93";+N);7;"*30E/2"*);)/5"'0".+55H'-:5"
/2+/"+-3"52'-/3-"/2+0"/23";)0);7;"*30E/2"-3W7)-3:"8P"
'/23-"5)/35A"""F2+/")5"/23";':3-0X")0/3-03/=5+99P"753-"
57..'53:"/'":'^

,3-/+)0*P"!"#"H2+/";'5/"'6"75":'"0'HAAA

<-3"/23-3"*)//*3"P3**'H"0'/35"5/74?"/'"/23"5):3"'6"P'7-"
;'0)/'-"H)/2"753-0+;35"+0:".+55H'-:5"54-)88*3:"'0"
/23;^



D
R
A
FT

T'"P'7"2+93"+/"*3+5/"'03"4';.7/3-"'-"'0*)03"+44'70/"
H23-3"/23".+55H'-:")5"_.+55H'-:`^

T'"P'7"753"P'7-".3/V5"0+;3"+5"+".+55H'-:X"+0:"/3**"
P'7-53*6"P'7V-3";+?)0E")/";'-3"5347-3"8P"+::)0E"_%#@`"
/'"/23"30:^

T'"P'7"2+93"+44'70/5"'0"@ab"H385)/35"+0:"*'E")0/'"+**"
'6"/23;"H)/2"'03"'6"/2-33"6+9'-)/3X"3+5P=/'=-3;3;83-"
.+55H'-:5^

T):"P'7"*+5/"42+0E3"/23".+55H'-:"6'-"P'7-"8+0?"
+44'70/"52'-/*P"+6/3-"/23"/7-0"'6"/23"430/7-P^"""O36'-3^

U6"P'7V93"534-3/*P"+05H3-3:"_P35X"87/AAA`"/'"+0P"'6"
/2353X":'0V/"H'--PA""F3"H'0V/"/3**"+0P'03X"+0:")0"/2)5"
E7):3"H3V**"52'H"P'7"2'H"/'"4-3+/3"+0:";+0+E3"
5/-'0EX"5347-3".+55H'-:5"H)/2'7/"8-3+?)0E"+"5H3+/A""
F3V**"+*5'"52'H"P'7"2'H"/'";3;'-)(3"'0*P"'03"
.+55H'-:"+0:"5/)**"2+93"+"70)W73".+55H'-:"6'-"393-P"
5)/3"P'7"9)5)/A

D
R
A
FT

F230"P'7"53/"7."c)-36'N">P04X")/"H)**"+5?"6'-"+".+55H'-:"
+0:".+55".2-+53A""G'7"4+0"5+63*P"753"P'7-"&+5/3-"
C+55H'-:"+0:"/23".2-+53"P'7"753:"/'"4-3+/3")/"23-3A

F230"P'7"2+93"c)-36'N">P04")05/+**3:"'0"+**"P'7-"
;+42)035")/"H)**"3057-3"/2+/".+55H'-:5"P'7"-3;3;83-"
'0"'03";+42)03"+-3"+9+)*+8*3"'0"+**"'6"/23";+42)035"'0"
H2)42"P'7"-70"c)-36'NA""12+/")04*7:35">;+-/.2'035"+0:"
;'8)*3":39)435"-700)0E"c)-36'N"&'8)*3"+0:"c)-36'N"
>P04"X"5'"P'7"4+0"4+--P"+**"P'7-".+55H'-:5"H)/2"P'7"+**"
/23"/);3A

Become a Password Security Ninja

c+)/267**P"75)0E"/23"/).5"+0:"/3420)W735")0"/2)5"E7):3"H)**"
.7/"P'7")0"/23"/'."%$Z"'6"+**")0/3-03/"753-5"H230")/"
4';35"/'".+55H'-:"5347-)/P"+H+-30355A""

B53"P'7-"03H6'70:".'H3-"H)53*P"+0:"23*."5.-3+:"/23"
H'-:"8P"52'H)0E"P'7-"6-)30:5"+0:"6+;)*P"2'H"/23P"4+0"
83"5+63-"'0*)03"8P"75)0E";'-3"5347-3".+55H'-:5A

D
R
A
FT

T'"P'7"2+93"+/"*3+5/"'03"4';.7/3-"'-"'0*)03"+44'70/"
H23-3"/23".+55H'-:")5"_.+55H'-:`^

T'"P'7"753"P'7-".3/V5"0+;3"+5"+".+55H'-:X"+0:"/3**"
P'7-53*6"P'7V-3";+?)0E")/";'-3"5347-3"8P"+::)0E"_%#@`"
/'"/23"30:^

T'"P'7"2+93"+44'70/5"'0"@ab"H385)/35"+0:"*'E")0/'"+**"
'6"/23;"H)/2"'03"'6"/2-33"6+9'-)/3X"3+5P=/'=-3;3;83-"
.+55H'-:5^

T):"P'7"*+5/"42+0E3"/23".+55H'-:"6'-"P'7-"8+0?"
+44'70/"52'-/*P"+6/3-"/23"/7-0"'6"/23"430/7-P^"""O36'-3^

U6"P'7V93"534-3/*P"+05H3-3:"_P35X"87/AAA`"/'"+0P"'6"
/2353X":'0V/"H'--PA""F3"H'0V/"/3**"+0P'03X"+0:")0"/2)5"
E7):3"H3V**"52'H"P'7"2'H"/'"4-3+/3"+0:";+0+E3"
5/-'0EX"5347-3".+55H'-:5"H)/2'7/"8-3+?)0E"+"5H3+/A""
F3V**"+*5'"52'H"P'7"2'H"/'";3;'-)(3"'0*P"'03"
.+55H'-:"+0:"5/)**"2+93"+"70)W73".+55H'-:"6'-"393-P"
5)/3"P'7"9)5)/A

D
R
A
FT

F230"P'7"53/"7."c)-36'N">P04X")/"H)**"+5?"6'-"+".+55H'-:"
+0:".+55".2-+53A""G'7"4+0"5+63*P"753"P'7-"&+5/3-"
C+55H'-:"+0:"/23".2-+53"P'7"753:"/'"4-3+/3")/"23-3A

F230"P'7"2+93"c)-36'N">P04")05/+**3:"'0"+**"P'7-"
;+42)035")/"H)**"3057-3"/2+/".+55H'-:5"P'7"-3;3;83-"
'0"'03";+42)03"+-3"+9+)*+8*3"'0"+**"'6"/23";+42)035"'0"
H2)42"P'7"-70"c)-36'NA""12+/")04*7:35">;+-/.2'035"+0:"
;'8)*3":39)435"-700)0E"c)-36'N"&'8)*3"+0:"c)-36'N"
>P04"X"5'"P'7"4+0"4+--P"+**"P'7-".+55H'-:5"H)/2"P'7"+**"
/23"/);3A

Become a Password Security Ninja

c+)/267**P"75)0E"/23"/).5"+0:"/3420)W735")0"/2)5"E7):3"H)**"
.7/"P'7")0"/23"/'."%$Z"'6"+**")0/3-03/"753-5"H230")/"
4';35"/'".+55H'-:"5347-)/P"+H+-30355A""

B53"P'7-"03H6'70:".'H3-"H)53*P"+0:"23*."5.-3+:"/23"
H'-:"8P"52'H)0E"P'7-"6-)30:5"+0:"6+;)*P"2'H"/23P"4+0"
83"5+63-"'0*)03"8P"75)0E";'-3"5347-3".+55H'-:5A



D
R
A
FT

All Your Passwords On All Your Computers
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Threats to Your Passwords
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5742"+5"_i300)63-@`"+0:"_O'84+/%#@`A""<"5347-)/P"+7:)/"
'6"+"70)93-5)/P"4';.7/3-"5P5/3;"6'70:"/2+/"#$Z"'6"/23"
+44'70/5"4'7*:"83"+443553:"75)0E"'0*P"+"*)5/"'6"/23"#$"

D
R
A
FT

fAD0/3-"P'7-"&+5/3-"C+55H'-:")0/'"/23"_D0/3-"03H"
.+55H'-:K`"+0:"_R3=30/3-"C+55H'-:K`"/3N/"8'N35"
+0:"2)/"/23"]j"87//'0A

in Firefox for MacOS: 

%A c-';"/23"*+,%-".";307"53*34/"/,%-%,%!)%&A""
#A ,*)4?"'0"/23"0%)1,+#(")4'0"+0:"4234?"/23"_B53"+"
;+5/3-".+55H'-:`"4234?8'NA""

@A 123"&+5/3-"C+55H'-:":)+*'E"8'N"H)**"+..3+-A
fAD0/3-"P'7-"&+5/3-"C+55H'-:")0/'"/23"_D0/3-"03H"
.+55H'-:K`"+0:"_R3=30/3-"C+55H'-:K`"/3N/"8'N35"
+0:"2)/"/23"]j"87//'0A

&+0P".3'.*3".-363-"/'"2+93"c)-36'N"+5?"6'-"/23"&+5/3-"
C+55H'-:"'0*P"'043"+/"/23"83E)00)0E"'6"3+42"5355)'0A""
123-3")5"+"c)-36'N"<::='0"4+**3:">/+-/7.&+5/3-"/2+/"
30+8*35"/2)5"832+9)'-A""1'"+::">/+-/7.&+5/3-"/'"c)-36'NX"
.)4?"!""#$%&"6-';"/23"'$$(&";307X"4*)4?"'0")*+,!""#
$%&-,+0:"/230"/P.3">/+-/7.&+5/3-")0/'"/23"53+-42"8'N*

D
R
A
FT

Threats to Your Passwords

123"/2-3+/5"/'"P'7-".+55H'-:5"6+**")0/'"/2-33";+h'-"
4+/3E'-)35K

.$/01(,2%30%**40%35"123";'-3"+0"):30/)/P"/2)36"?0'H5"
+8'7/"P'7X"/23"*355"5347-3".+55H'-:5"+55'4)+/3:"H)/2"
P'7-"393-P:+P"*)63"834';3A""T'0V/"+557;3"/2+/"/23"
0+;35"'6"P'7-"42)*:-30X".3/5"'-"6-)30:5";+?3"5347-3"
.+55H'-:5A""123P"+-30V/A"">);)*+-*PX")6"P'7"?33."
.+55H'-:5"H-)//30":'H0")0"+"_534-3/".*+43`X"+0P'03"
H+/42)0E"P'7-":+P=/'=:+P"+4/)9)/P"H)**"W7)4?*P"*3+-0"
H23-3"/23PV-3"2)::30A

647+*,8$4/*,!++1/9&5"U6"P'7-".+55H'-:5"+-3")05347-3X"+0"
):30/)/P"/2)36"033:5"*)//*3";'-3"/2+0"P'7-"753-0+;3"/'"
;'70/"+0"+//+4?"+E+)05/"P'7-"+44'70/5A"",-+4?)0E"
5'6/H+-3"/2+/"7535"*)5/5"'6":)4/)'0+-P"H'-:5")0"
4';8)0+/)'0"H)/2"4';;'0".+55H'-:"4'0IE7-+/)'0"
)06'-;+/)'0"W7)4?*P"'.305"+44'70/5"H)/2".+55H'-:5"
5742"+5"_i300)63-@`"+0:"_O'84+/%#@`A""<"5347-)/P"+7:)/"
'6"+"70)93-5)/P"4';.7/3-"5P5/3;"6'70:"/2+/"#$Z"'6"/23"
+44'70/5"4'7*:"83"+443553:"75)0E"'0*P"+"*)5/"'6"/23"#$"

D
R
A
FT

fAD0/3-"P'7-"&+5/3-"C+55H'-:")0/'"/23"_D0/3-"03H"
.+55H'-:K`"+0:"_R3=30/3-"C+55H'-:K`"/3N/"8'N35"
+0:"2)/"/23"]j"87//'0A

in Firefox for MacOS: 

%A c-';"/23"*+,%-".";307"53*34/"/,%-%,%!)%&A""
#A ,*)4?"'0"/23"0%)1,+#(")4'0"+0:"4234?"/23"_B53"+"
;+5/3-".+55H'-:`"4234?8'NA""

@A 123"&+5/3-"C+55H'-:":)+*'E"8'N"H)**"+..3+-A
fAD0/3-"P'7-"&+5/3-"C+55H'-:")0/'"/23"_D0/3-"03H"
.+55H'-:K`"+0:"_R3=30/3-"C+55H'-:K`"/3N/"8'N35"
+0:"2)/"/23"]j"87//'0A

&+0P".3'.*3".-363-"/'"2+93"c)-36'N"+5?"6'-"/23"&+5/3-"
C+55H'-:"'0*P"'043"+/"/23"83E)00)0E"'6"3+42"5355)'0A""
123-3")5"+"c)-36'N"<::='0"4+**3:">/+-/7.&+5/3-"/2+/"
30+8*35"/2)5"832+9)'-A""1'"+::">/+-/7.&+5/3-"/'"c)-36'NX"
.)4?"!""#$%&"6-';"/23"'$$(&";307X"4*)4?"'0")*+,!""#
$%&-,+0:"/230"/P.3">/+-/7.&+5/3-")0/'"/23"53+-42"8'N*



D
R
A
FT

+-'("1'1&%'#2%'34&&5",$'64!47%,8'#2%'*+,%-".'94&#%,'
/4&&5",$'+&'#2%'"!:('34&&5",$'("1;::'%<%,'24<%'#"'
,%6%6=%,'("1,&%:->

The Firefox Master Password

1'"?33."/23".+55H'-:5"P'7"5+93")0"c)-36'NV5".+55H'-:"
;+0+E3-"5347-3X"P'7"52'7*:"/7-0"'0"/23"&+5/3-"
C+55H'-:A""U6"P'7"2+930V/"+*-3+:P"53/"+"&+5/3-"
C+55H'-:X")/V5"3+5P"/'":'A""

O36'-3"P'7"5/+-/X"4+-367**P"42''53"+".2-+53"/'"4-3+/3"
P'7-"&+5/3-"C+55H'-:A"">)043"/23"&+5/3-"C+55H'-:
)5"753:"/'"5347-3"+**"'6"P'7-"'/23-".+55H'-:5X"+"*'0E"
.2-+53"H'7*:"83"+:9)5+8*3A

In Firefox for Windows:

%A c-';"/23"?"":&";307"53*34/"@3#+"!&A""
#A ,*)4?"'0"/23"0%)1,+#(")4'0"+0:"4234?"/23"_B53"+"
;+5/3-".+55H'-:`"4234?8'NA""

@A 123"&+5/3-"C+55H'-:":)+*'E"8'N"H)**"+..3+-A

D
R
A
FT

;'5/".'.7*+-"63;+*3"0+;35"6'**'H3:"8P"+"5)0E*3"
07;3-)4":)E)/A

64*1/:0%3,;%&*/74*,.<&+*=&5"U6"/23"+:;)0)5/-+/'-5"'6"+"
H385)/3"753".''-"5347-)/P".-+4/)435X"5742"+5"5/'-)0E"
.+55H'-:5"70304-P./3:X"):30/)/P"/2)3935"/2+/";+0+E3"
/'"8-3+42"5P5/3;"5347-)/P"4+0"5/3+*"/23"30/)-3"*)5/"'6"
.+55H'-:5"+0:"753-0+;35A"""12+/V5"+"27E3"5347-)/P"
.-'8*3;"6'-"P'7")6"P'7V93"753:"/23"5+;3".+55H'-:"'0"
'/23-"5)/35X".+-/)47*+-*P"'035"H)/2"+44355"/'"P'7-"8+0?"
+44'70/"'-"'/23-"5305)/)93")06'-;+/)'0A

123"*355'05"+-3"4*3+-K

k B53"+5"5347-3"+".+55H'-:"+5".'55)8*3"

k ,2+0E3"P'7-".+55H'-:5".3-)':)4+**P

k 1-P"0'/"/'"-3753".+55H'-:5"83/H330"5)/35""

U6"/2+/"*+5/"-7*3")5");.'55)8*3"/'"6'**'HX"/230"83"57-3"
/2+/"5)/35"2'*:)0E"5305)/)93")06'-;+/)'0":'0V/"753"
52+-3:".+55H'-:5A

D
R
A
FT

+-'("1'1&%'#2%'34&&5",$'64!47%,8'#2%'*+,%-".'94&#%,'
/4&&5",$'+&'#2%'"!:('34&&5",$'("1;::'%<%,'24<%'#"'
,%6%6=%,'("1,&%:->

The Firefox Master Password

1'"?33."/23".+55H'-:5"P'7"5+93")0"c)-36'NV5".+55H'-:"
;+0+E3-"5347-3X"P'7"52'7*:"/7-0"'0"/23"&+5/3-"
C+55H'-:A""U6"P'7"2+930V/"+*-3+:P"53/"+"&+5/3-"
C+55H'-:X")/V5"3+5P"/'":'A""

O36'-3"P'7"5/+-/X"4+-367**P"42''53"+".2-+53"/'"4-3+/3"
P'7-"&+5/3-"C+55H'-:A"">)043"/23"&+5/3-"C+55H'-:
)5"753:"/'"5347-3"+**"'6"P'7-"'/23-".+55H'-:5X"+"*'0E"
.2-+53"H'7*:"83"+:9)5+8*3A

In Firefox for Windows:

%A c-';"/23"?"":&";307"53*34/"@3#+"!&A""
#A ,*)4?"'0"/23"0%)1,+#(")4'0"+0:"4234?"/23"_B53"+"
;+5/3-".+55H'-:`"4234?8'NA""

@A 123"&+5/3-"C+55H'-:":)+*'E"8'N"H)**"+..3+-A

D
R
A
FT

;'5/".'.7*+-"63;+*3"0+;35"6'**'H3:"8P"+"5)0E*3"
07;3-)4":)E)/A

64*1/:0%3,;%&*/74*,.<&+*=&5"U6"/23"+:;)0)5/-+/'-5"'6"+"
H385)/3"753".''-"5347-)/P".-+4/)435X"5742"+5"5/'-)0E"
.+55H'-:5"70304-P./3:X"):30/)/P"/2)3935"/2+/";+0+E3"
/'"8-3+42"5P5/3;"5347-)/P"4+0"5/3+*"/23"30/)-3"*)5/"'6"
.+55H'-:5"+0:"753-0+;35A"""12+/V5"+"27E3"5347-)/P"
.-'8*3;"6'-"P'7")6"P'7V93"753:"/23"5+;3".+55H'-:"'0"
'/23-"5)/35X".+-/)47*+-*P"'035"H)/2"+44355"/'"P'7-"8+0?"
+44'70/"'-"'/23-"5305)/)93")06'-;+/)'0A

123"*355'05"+-3"4*3+-K

k B53"+5"5347-3"+".+55H'-:"+5".'55)8*3"

k ,2+0E3"P'7-".+55H'-:5".3-)':)4+**P

k 1-P"0'/"/'"-3753".+55H'-:5"83/H330"5)/35""

U6"/2+/"*+5/"-7*3")5");.'55)8*3"/'"6'**'HX"/230"83"57-3"
/2+/"5)/35"2'*:)0E"5305)/)93")06'-;+/)'0":'0V/"753"
52+-3:".+55H'-:5A



D
R
A
FT

What Not To Use In Your Password

123-3"+-3"5';3"/2)0E5"P'7"52'7*:"!"#"753"H230"P'7V-3"
4-3+/)0E"+".+55H'-:A""<**"'6"/23"6'**'H)0E"+-3"42'530"+5"
.+55H'-:5"5'"6-3W730/*P"/2+/".+55H'-:"4-+4?)0E"
5'6/H+-3"2+5"8330":393*'.3:"/'"/+?3"+:9+0/+E3"'6"
/23)-")023-30/"H3+?035535K

kG'7-"0+;3X"'-"/23"0+;3"'6"P'7-"5.'753X".+-30/X"
42)*:X"'-".3/

k123"0+;3"'6"+"6-)30:"d-3+*"'-");+E)0+-PeX"P'7-"
8'55"'-"+"4'H'-?3-

k123"0+;3"'6".'.7*+-"6+0/+5P"42+-+4/3-5"'-"
H'-:5"*)?3"_H)(+-:`X"_E7-7`X"_E+0:+*6`X"3/4A

k123"0+;3"'6"/23"'.3-+/)0E"5P5/3;"P'7Q-3"75)0EX"
'-"/23"2'5/0+;3"'6"P'7-"4';.7/3-

kG'7-".2'03"07;83-X"*)43053".*+/3"07;83-"'-"+0P"
.+-/"'6"P'7-"5'4)+*"5347-)/P"07;83-

kO)-/2":+/35"'-"'/23-"3+5)*P"'8/+)03:")06'-;+/)'0"
+8'7/"P'7X"P'7-"6+;)*P"'-"P'7-"6-)30:5

k<".-'.3-"0'70"d/23"0+;3"'6"+".+-/)47*+-".3-5'0X"
.*+43"'-"/2)0Ee

k<":)4/)'0+-P"H'-:X"3)/23-"D0E*)52"'-"6'-3)E0

D
R
A
FT

5)/35"4+0"83"+"8)/"/+N)0EA""123-3"+-3"5'6/H+-3"/''*5"/2+/"
H)**";+0+E3"P'7-".+55H'-:5"6'-"P'7A""123-3"+-3"'0*)03"
53-9)435"+0:"5/+0:"+*'03".-'E-+;5"/2+/"H)**"5+93"P'7-"
.+55H'-:5X"+0:"P'7"4+0"+5?";'5/";':3-0"H38"
8-'H53-5"/'"-3;3;83-".+55H'-:5A""O7/"P'7"52'7*:"
42''53"P'7-".+55H'-:";+0+E3;30/"5'6/H+-3"4+-367**P"
+0:"'0*P"753"+".-'E-+;"'-"53-9)43"/2+/"P'7V-3"57-3"P'7"
4+0"/-75/"H)/2"P'7-";'5/"5305)/)93")06'-;+/)'0A

123"c)-36'N"8-'H53-"6-';"&'()**+X"/23";'5/"/-75/3:"
0+;3"'0"/23"U0/3-03/X"2+5"5347-3X"H'-*:=4*+55"
.+55H'-:";+0+E3;30/A""F230"P'7"30/3-"+"753-0+;3"
+0:".+55H'-:")0/'"+"H385)/3X"c)-36'N"+5?5")6"P'7"H+0/"
/'"-3;3;83-"/2+/".+55H'-:A""U6"P'7"+05H3-"P35X"c)-36'N"
5/'-35"/23".+55H'-:")0"P'7-"753-".-'I*3A""G'7"4+0"d+0:"
52'7*:e"/7-0"'0"c)-36'NV5"&+5/3-"C+55H'-:"63+/7-3"/'"
3057-3"/2+/"P'7-"5+935".+55H'-:5"+-3"5347-3*P"
304-P./3:A

,';8)0)0E"c)-36'NV5"&+5/3-"C+55H'-:"H)/2"c)-36'N"
>P04"*3/5"P'7";+0+E3"+**"P'7-".+55H'-:5"'0"+**"/23"
;+42)035"P'7"753"5347-3*P"+0:"3l'-/*355*PA""A%&#'"-'4::8'

D
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FT

What Not To Use In Your Password

123-3"+-3"5';3"/2)0E5"P'7"52'7*:"!"#"753"H230"P'7V-3"
4-3+/)0E"+".+55H'-:A""<**"'6"/23"6'**'H)0E"+-3"42'530"+5"
.+55H'-:5"5'"6-3W730/*P"/2+/".+55H'-:"4-+4?)0E"
5'6/H+-3"2+5"8330":393*'.3:"/'"/+?3"+:9+0/+E3"'6"
/23)-")023-30/"H3+?035535K

kG'7-"0+;3X"'-"/23"0+;3"'6"P'7-"5.'753X".+-30/X"
42)*:X"'-".3/

k123"0+;3"'6"+"6-)30:"d-3+*"'-");+E)0+-PeX"P'7-"
8'55"'-"+"4'H'-?3-

k123"0+;3"'6".'.7*+-"6+0/+5P"42+-+4/3-5"'-"
H'-:5"*)?3"_H)(+-:`X"_E7-7`X"_E+0:+*6`X"3/4A

k123"0+;3"'6"/23"'.3-+/)0E"5P5/3;"P'7Q-3"75)0EX"
'-"/23"2'5/0+;3"'6"P'7-"4';.7/3-

kG'7-".2'03"07;83-X"*)43053".*+/3"07;83-"'-"+0P"
.+-/"'6"P'7-"5'4)+*"5347-)/P"07;83-

kO)-/2":+/35"'-"'/23-"3+5)*P"'8/+)03:")06'-;+/)'0"
+8'7/"P'7X"P'7-"6+;)*P"'-"P'7-"6-)30:5

k<".-'.3-"0'70"d/23"0+;3"'6"+".+-/)47*+-".3-5'0X"
.*+43"'-"/2)0Ee

k<":)4/)'0+-P"H'-:X"3)/23-"D0E*)52"'-"6'-3)E0

D
R
A
FT

5)/35"4+0"83"+"8)/"/+N)0EA""123-3"+-3"5'6/H+-3"/''*5"/2+/"
H)**";+0+E3"P'7-".+55H'-:5"6'-"P'7A""123-3"+-3"'0*)03"
53-9)435"+0:"5/+0:"+*'03".-'E-+;5"/2+/"H)**"5+93"P'7-"
.+55H'-:5X"+0:"P'7"4+0"+5?";'5/";':3-0"H38"
8-'H53-5"/'"-3;3;83-".+55H'-:5A""O7/"P'7"52'7*:"
42''53"P'7-".+55H'-:";+0+E3;30/"5'6/H+-3"4+-367**P"
+0:"'0*P"753"+".-'E-+;"'-"53-9)43"/2+/"P'7V-3"57-3"P'7"
4+0"/-75/"H)/2"P'7-";'5/"5305)/)93")06'-;+/)'0A

123"c)-36'N"8-'H53-"6-';"&'()**+X"/23";'5/"/-75/3:"
0+;3"'0"/23"U0/3-03/X"2+5"5347-3X"H'-*:=4*+55"
.+55H'-:";+0+E3;30/A""F230"P'7"30/3-"+"753-0+;3"
+0:".+55H'-:")0/'"+"H385)/3X"c)-36'N"+5?5")6"P'7"H+0/"
/'"-3;3;83-"/2+/".+55H'-:A""U6"P'7"+05H3-"P35X"c)-36'N"
5/'-35"/23".+55H'-:")0"P'7-"753-".-'I*3A""G'7"4+0"d+0:"
52'7*:e"/7-0"'0"c)-36'NV5"&+5/3-"C+55H'-:"63+/7-3"/'"
3057-3"/2+/"P'7-"5+935".+55H'-:5"+-3"5347-3*P"
304-P./3:A

,';8)0)0E"c)-36'NV5"&+5/3-"C+55H'-:"H)/2"c)-36'N"
>P04"*3/5"P'7";+0+E3"+**"P'7-".+55H'-:5"'0"+**"/23"
;+42)035"P'7"753"5347-3*P"+0:"3l'-/*355*PA""A%&#'"-'4::8'



D
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Managing Your Passwords

D930"H)/2"/-)4?5"*)?3"75)0E".2-+535"/'"E303-+/3"
.+55H'-:5X"-3;3;83-)0E".+55H'-:5"6'-":'(305"'6"

D
R
A
FT

kC+55H'-:5"'6"+**"/23"5+;3"*3//3-

k>);.*3".+//3-05"'0"/23"?3P8'+-:X"*)?3"_WH3-/P`

k<0P"'6"/23"+8'93"6'**'H3:"'-".-3.30:3:"8P"+"
5)0E*3":)E)/"'-"+"53W73043"'6"'-:3-3:":)E)/5"d*)?3"
%#@e

k<0P"'6"/23"+8'93"5.3**3:"8+4?H+-:5

AAA+0:"'03";'-3"/2)0E"/'"-3;3;83-A""G'7"52'7*:"0393-"
753"+".+55H'-:"/2+/"2+5"8330"753:"+5"+0"3N+;.*3")0"+0"
+-/)4*3"+8'7/"2'H"/'"4-3+/3"E'':".+55H'-:5A""12+/"
)04*7:35"/2)5"E7):3A""]043"+".+55H'-:"2+5"8330"
.78*)523:X")/V5"0'"*'0E3-"75367*A

U6"/2)5"533;5"*)?3"H3V93"3*);)0+/3:"+0P".+55H'-:"/2+/"
2+5"+".-+P3-"'6"83)0E";3;'-+8*3X":'0V/"H'--Pm"""F3V**"
52'H"P'7"2'H"/'"+9'):"+**"'6"/2'53".)/6+**5A

D
R
A
FT

Managing Your Passwords

D930"H)/2"/-)4?5"*)?3"75)0E".2-+535"/'"E303-+/3"
.+55H'-:5X"-3;3;83-)0E".+55H'-:5"6'-":'(305"'6"

D
R
A
FT

kC+55H'-:5"'6"+**"/23"5+;3"*3//3-

k>);.*3".+//3-05"'0"/23"?3P8'+-:X"*)?3"_WH3-/P`

k<0P"'6"/23"+8'93"6'**'H3:"'-".-3.30:3:"8P"+"
5)0E*3":)E)/"'-"+"53W73043"'6"'-:3-3:":)E)/5"d*)?3"
%#@e

k<0P"'6"/23"+8'93"5.3**3:"8+4?H+-:5

AAA+0:"'03";'-3"/2)0E"/'"-3;3;83-A""G'7"52'7*:"0393-"
753"+".+55H'-:"/2+/"2+5"8330"753:"+5"+0"3N+;.*3")0"+0"
+-/)4*3"+8'7/"2'H"/'"4-3+/3"E'':".+55H'-:5A""12+/"
)04*7:35"/2)5"E7):3A""]043"+".+55H'-:"2+5"8330"
.78*)523:X")/V5"0'"*'0E3-"75367*A

U6"/2)5"533;5"*)?3"H3V93"3*);)0+/3:"+0P".+55H'-:"/2+/"
2+5"+".-+P3-"'6"83)0E";3;'-+8*3X":'0V/"H'--Pm"""F3V**"
52'H"P'7"2'H"/'"+9'):"+**"'6"/2'53".)/6+**5A
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Choosing a secure password

M'':".+55H'-:5"2+93"+"6+)-*P"5);.*3"53/"'6".-'.3-/)35K"

k123P"2+93"8'/2"7..3-"+0:"*'H3-"4+53"*3//3-5

k123P"2+93":)E)/5"+0:L'-".704/7+/)'0"42+-+4/3-5"
+5"H3**"+5"*3//3-5

k123P"+-3"3+5P"/'"-3;3;83-X"5'"/23P":'"0'/"2+93"
/'"83"H-)//30":'H0

k123P"+-3"+/"*3+5/"53930"'-"3)E2/"42+-+4/3-5"*'0EX"
87/"/23"*'0E3-"/23"83//3-A

k123P"4+0"83"/P.3:"W7)4?*PX"5'"5';3'03"3*53"
4+00'/"3+5)*P"*''?"'93-"P'7-"52'7*:3-

>'"/23".7((*3"836'-3"75")5"/'"4-3+/3"+".+55H'-:"H)/2"+**"
'6"/23"E'':".-'.3-/)35"H)/2'7/"2+9)0E"+0P"'6"/23"8+:"
.-'.3-/)35A
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Changing Your Passwords

U6"P'7"H'-?"6'-"+0"'-E+0)(+/)'0"/2+/"-3W7)-35"P'7"/'"
42+0E3"P'7-".+55H'-:".3-)':)4+**PX"P'7"52'7*:"
4'05):3-"42+0E)0E""+**"'6"P'7-".+55H'-:5"+/"/2+/"/);3"+5"
H3**A"""G'7":'0V/"2+93"/'"9)5)/"+**"P'7-"5)/35X"h75/"42''53"
+"03H"534-3/".2-+53"+0:"+5"P'7"9)5)/"3+42"5)/3";+?3"/23"
42+0E3A

U6"0'8':P"-3W7)-35".3-)':)4"42+0E35X"P'7"52'7*:"
4'05):3-"42+0E)0E"P'7-".+55H'-:"+/"*3+5/"/H)43"+"P3+-A""
<"4'0930)30/"H+P"/'"-3;3;83-"/'"42+0E3")5"/'".)4?"+"
03H"534-3/".2-+53"H230"P'7"53/"P'7-"4*'4?5"H230"/23"
/);3"42+0E35")0"/23"5.-)0E"+0:"+7/7;0A
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Choosing a secure password

M'':".+55H'-:5"2+93"+"6+)-*P"5);.*3"53/"'6".-'.3-/)35K"

k123P"2+93"8'/2"7..3-"+0:"*'H3-"4+53"*3//3-5

k123P"2+93":)E)/5"+0:L'-".704/7+/)'0"42+-+4/3-5"
+5"H3**"+5"*3//3-5

k123P"+-3"3+5P"/'"-3;3;83-X"5'"/23P":'"0'/"2+93"
/'"83"H-)//30":'H0

k123P"+-3"+/"*3+5/"53930"'-"3)E2/"42+-+4/3-5"*'0EX"
87/"/23"*'0E3-"/23"83//3-A

k123P"4+0"83"/P.3:"W7)4?*PX"5'"5';3'03"3*53"
4+00'/"3+5)*P"*''?"'93-"P'7-"52'7*:3-

>'"/23".7((*3"836'-3"75")5"/'"4-3+/3"+".+55H'-:"H)/2"+**"
'6"/23"E'':".-'.3-/)35"H)/2'7/"2+9)0E"+0P"'6"/23"8+:"
.-'.3-/)35A
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Changing Your Passwords

U6"P'7"H'-?"6'-"+0"'-E+0)(+/)'0"/2+/"-3W7)-35"P'7"/'"
42+0E3"P'7-".+55H'-:".3-)':)4+**PX"P'7"52'7*:"
4'05):3-"42+0E)0E""+**"'6"P'7-".+55H'-:5"+/"/2+/"/);3"+5"
H3**A"""G'7":'0V/"2+93"/'"9)5)/"+**"P'7-"5)/35X"h75/"42''53"
+"03H"534-3/".2-+53"+0:"+5"P'7"9)5)/"3+42"5)/3";+?3"/23"
42+0E3A

U6"0'8':P"-3W7)-35".3-)':)4"42+0E35X"P'7"52'7*:"
4'05):3-"42+0E)0E"P'7-".+55H'-:"+/"*3+5/"/H)43"+"P3+-A""
<"4'0930)30/"H+P"/'"-3;3;83-"/'"42+0E3")5"/'".)4?"+"
03H"534-3/".2-+53"H230"P'7"53/"P'7-"4*'4?5"H230"/23"
/);3"42+0E35")0"/23"5.-)0E"+0:"+7/7;0A
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The Power of Rules

n'/)43"/2+/"8P"75)0E"+"5);.*3"53/"'6"-7*35X"H3V-3"+8*3"/'"
4'05/-74/"+"*'0E3-"/2+0"+93-+E3".+55H'-:"/2+/V5"5/)**"
3+5P"/'"-3;3;83-A"""o3-3"+-3"/23"-7*35"H3"753:K

k,2''53"+";3;'-+8*3".2-+53"+0:"753"/23"I-5/"
*3//3-"'6"3+42"H'-:A

k<::"5.34)+*"42+-+4/3-5"dH3"42'53"["+0:"K"eA

kB53"/23"I-5/"42+-+4/3-"'6"/23"H385)/3"0+;3"+0:"
/23"03N/"/H'"4'05'0+0/5")0"/23"0+;3"+5"+"5)/3"
):30/)I3-A

kU6"/23"H385)/3"0+;3"5/+-/5"H)/2"+"9'H3*X"
4+.)/+*)(3"/23"I-5/"+0:"/2)-:"42+-+4/3-5"+0:"+::")/"
/'"/23"-)E2/"5):3"'6"'7-".+55H'-:A

kU6"/23"H385)/3"0+;3"5/+-/5"H)/2"+"4'05'0+0/X"
4+.)/+*)(3"/23"534'0:"*3//3-"+0:"+::")/"/'"/23"*36/"
5):3"'6"'7-".+55H'-:A

kU6"/23-3"+-3"0'"07;83-5")0"/23".+55H'-:"+::"+"
:)E)/"'-"/H'A""dH3"42'53"/'"+::"/23;"+/"/23"
83E)00)0E"+0:"30:"'6"'7-".2-+53eA D

R
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FT

Strategy #1: Passwords from a Phrase

G'7"4+0"4-3+/3"+"5347-3".+55H'-:"5/+-/)0E"H)/2"+"
5);.*3".2-+53A""c'-"3N+;.*3X"*3/V5"753"+"W7'/3"6-';"
]E:30"n+52K

“Happiness is having a scratch for every itch.”

U6"H3"753"/23"I-5/"*3//3-"'6"3+42"H'-:X"+0:"5785/)/7/3"f"
6'-"_6'-`X"H3"E3/K

Hihas4ei
12)5")5"+"-3+5'0+8*P"5/-'0E".+55H'-:"87/"H3"4+0"
);.-'93")/"+"8)/"8P"+::)0E"5';3"5.34)+*"42+-+4/3-5K

#Hihas4ei :
Strategy #2: Associate with a WebSite

F3"4+0"753"'7-"03H".+55H'-:"'0"5393-+*":)l3-30/"
H385)/35"8P"+::)0E"+"57pN"H)/2"+";03;'0)4"*)0?"/'"+"
.+-/)47*+-"5)/3A""J3/V5"753"/23"I-5/"*3//3-"+0:"/23"03N/"
/H'"4'05'0+0/5")0"/23"5)/3"0+;3A""
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The Power of Rules

n'/)43"/2+/"8P"75)0E"+"5);.*3"53/"'6"-7*35X"H3V-3"+8*3"/'"
4'05/-74/"+"*'0E3-"/2+0"+93-+E3".+55H'-:"/2+/V5"5/)**"
3+5P"/'"-3;3;83-A"""o3-3"+-3"/23"-7*35"H3"753:K

k,2''53"+";3;'-+8*3".2-+53"+0:"753"/23"I-5/"
*3//3-"'6"3+42"H'-:A

k<::"5.34)+*"42+-+4/3-5"dH3"42'53"["+0:"K"eA

kB53"/23"I-5/"42+-+4/3-"'6"/23"H385)/3"0+;3"+0:"
/23"03N/"/H'"4'05'0+0/5")0"/23"0+;3"+5"+"5)/3"
):30/)I3-A

kU6"/23"H385)/3"0+;3"5/+-/5"H)/2"+"9'H3*X"
4+.)/+*)(3"/23"I-5/"+0:"/2)-:"42+-+4/3-5"+0:"+::")/"
/'"/23"-)E2/"5):3"'6"'7-".+55H'-:A

kU6"/23"H385)/3"0+;3"5/+-/5"H)/2"+"4'05'0+0/X"
4+.)/+*)(3"/23"534'0:"*3//3-"+0:"+::")/"/'"/23"*36/"
5):3"'6"'7-".+55H'-:A

kU6"/23-3"+-3"0'"07;83-5")0"/23".+55H'-:"+::"+"
:)E)/"'-"/H'A""dH3"42'53"/'"+::"/23;"+/"/23"
83E)00)0E"+0:"30:"'6"'7-".2-+53eA D
R
A
FT

Strategy #1: Passwords from a Phrase

G'7"4+0"4-3+/3"+"5347-3".+55H'-:"5/+-/)0E"H)/2"+"
5);.*3".2-+53A""c'-"3N+;.*3X"*3/V5"753"+"W7'/3"6-';"
]E:30"n+52K

“Happiness is having a scratch for every itch.”

U6"H3"753"/23"I-5/"*3//3-"'6"3+42"H'-:X"+0:"5785/)/7/3"f"
6'-"_6'-`X"H3"E3/K

Hihas4ei
12)5")5"+"-3+5'0+8*P"5/-'0E".+55H'-:"87/"H3"4+0"
);.-'93")/"+"8)/"8P"+::)0E"5';3"5.34)+*"42+-+4/3-5K

#Hihas4ei :
Strategy #2: Associate with a WebSite

F3"4+0"753"'7-"03H".+55H'-:"'0"5393-+*":)l3-30/"
H385)/35"8P"+::)0E"+"57pN"H)/2"+";03;'0)4"*)0?"/'"+"
.+-/)47*+-"5)/3A""J3/V5"753"/23"I-5/"*3//3-"+0:"/23"03N/"
/H'"4'05'0+0/5")0"/23"5)/3"0+;3A""
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i75/"/'"+::"+"8)/";'-3"-+0:';0355"H3V**"+*/3-0+/3"
7..3-=4+53"+0:"*'H3-"4+53X"+0:")6"/23"I-5/"42+-+4/3-")0"
/23"5)/3"0+;3")5"+"9'H3*"H3V**"5/+-/"H)/2"7..3-=4+53A""1'"
;)N"/2)0E5"7."+"8)/";'-3"H3V**"753"/23"5+;3"-7*3"/'"
:34):3"H23/23-"/'"+::"/23"5)/3";03;'0)4"/'"/23"*36/"
5):3"'-"/23"-)E2/"5):3A

#Hihas4ei :AmZ for Amazon

#Hihas4ei :YtB for YouTube

bGz#Hihas4ei : for  Bugzi l la

dRm#Hihas4ei : for  Drumbeat
F2)*3"/2)5"/3420)W73"*3/5"75"-3753"/23".2-+53=E303-+/3:"
.+-/"'6"/23".+55H'-:"'0"+"07;83-"'6":)l3-30/"
H385)/35X")/"H'7*:"5/)**"83"+"8+:"):3+"/'"753")/"'0"+"5)/3"
*)?3"+"8+0?"+44'70/"H2)42"4'0/+)05"2)E2=9+*73"
)06'-;+/)'0A""">)/35"*)?3"/2+/":353-93"/23)-"'H0"
.+55H'-:"53*34/)'0".2-+53X".3-2+.5"5';3/2)0E"*)?3"/23"
'*:"D0E*)52".-'93-8K

“A penny saved is a penny earned.”
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>'"6'-"'7-"8+0?X"/2)5"H'7*:"E)93"75"+".+55H'-:"5);)*+-"
/'K

bNk#Apsiape: -  Bank
12)5".+55H'-:"*+4?5"07;3-)4"42+-+4/3-5"834+753"'7-"
.2-+53"4'0/+)05"03)/23-"07;83-5"0'-"/23"H'-:5"_/'`"'-"
_6'-`A""F3"4'7*:"5/-30E/230")/"+"8)/"8P"+::)0E"+"-7*3"/'"
.7/")0"+":)E)/"'-"/H'")6"0'03"+-3".-'9):3:"8P"/23".2-+53K

bNk#8Apsiape2: -  Bank
O7/"3930"H)/2'7/":')0E"/2+/"'7-"-7*3"8+53:"5P5/3;"
E)935"75"5/-'0EX"3+5P"/'"-3;3;83-".+55H'-:5"/2+/"+-3"
70)W73"/'"3+42"H385)/3A
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i75/"/'"+::"+"8)/";'-3"-+0:';0355"H3V**"+*/3-0+/3"
7..3-=4+53"+0:"*'H3-"4+53X"+0:")6"/23"I-5/"42+-+4/3-")0"
/23"5)/3"0+;3")5"+"9'H3*"H3V**"5/+-/"H)/2"7..3-=4+53A""1'"
;)N"/2)0E5"7."+"8)/";'-3"H3V**"753"/23"5+;3"-7*3"/'"
:34):3"H23/23-"/'"+::"/23"5)/3";03;'0)4"/'"/23"*36/"
5):3"'-"/23"-)E2/"5):3A

#Hihas4ei :AmZ for Amazon

#Hihas4ei :YtB for YouTube

bGz#Hihas4ei : for  Bugzi l la

dRm#Hihas4ei : for  Drumbeat
F2)*3"/2)5"/3420)W73"*3/5"75"-3753"/23".2-+53=E303-+/3:"
.+-/"'6"/23".+55H'-:"'0"+"07;83-"'6":)l3-30/"
H385)/35X")/"H'7*:"5/)**"83"+"8+:"):3+"/'"753")/"'0"+"5)/3"
*)?3"+"8+0?"+44'70/"H2)42"4'0/+)05"2)E2=9+*73"
)06'-;+/)'0A""">)/35"*)?3"/2+/":353-93"/23)-"'H0"
.+55H'-:"53*34/)'0".2-+53X".3-2+.5"5';3/2)0E"*)?3"/23"
'*:"D0E*)52".-'93-8K

“A penny saved is a penny earned.”
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>'"6'-"'7-"8+0?X"/2)5"H'7*:"E)93"75"+".+55H'-:"5);)*+-"
/'K

bNk#Apsiape: -  Bank
12)5".+55H'-:"*+4?5"07;3-)4"42+-+4/3-5"834+753"'7-"
.2-+53"4'0/+)05"03)/23-"07;83-5"0'-"/23"H'-:5"_/'`"'-"
_6'-`A""F3"4'7*:"5/-30E/230")/"+"8)/"8P"+::)0E"+"-7*3"/'"
.7/")0"+":)E)/"'-"/H'")6"0'03"+-3".-'9):3:"8P"/23".2-+53K

bNk#8Apsiape2: -  Bank
O7/"3930"H)/2'7/":')0E"/2+/"'7-"-7*3"8+53:"5P5/3;"
E)935"75"5/-'0EX"3+5P"/'"-3;3;83-".+55H'-:5"/2+/"+-3"
70)W73"/'"3+42"H385)/3A


